
DATA SHARING AGREEMENT

This agreement is to be used in conjunction with the Inter Agency Data Sharing Protocol and complies with all the guidance therein.

1.  Parties to this agreement

	Organisations Name


	

	Address


	

	Responsible Manager


	

	Contact Details


	

	Source/Recipient?


	Source

	Authorised Signatory/Date

(Caldicott Guardian, SIRO, Chief Executive, Director etc.).
	


	Organisations Name


	Bradford Teaching Hospitals NHS Foundation Trust 

	Address


	Bradford Institute for Health Research

Temple Bank House

Bradford Royal Infirmary

Duckworth Lane

Bradford

BD9 6RJ

	Responsible Manager


	Kuldeep Sohal, Connected Yorkshire, Programme Manager

	Contact Details


	Bradford Institute for Health Research

Temple Bank House

Bradford Royal Infirmary

Duckworth Lane

Bradford

BD9 6RJ
Kuldeep.Sohal@bthft.nhs.uk

	Source/Recipient?


	Recipient

	Authorised Signatory/Date

(Caldicott Guardian, SIRO, Chief Executive, Director etc.).
	Professor John Wright, Director of Research


	Organisations Name


	

	Address


	

	Responsible Manager


	

	Contact Details


	

	Source/Recipient?


	

	Authorised Signatory/Date (Caldicott Guardian, SIRO, Chief Executive, Director etc.).
	


	Date of Agreement


	


2.  Specific purpose(s) for which the data sharing is required (all intended purposes should be described, it may be appropriate to describe each one on a separate pro forma)

[image: image2.emf]Systems_Security_a

nd_Network_Access_and_Management_Policy.pdf
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The diagram below provides a brief overview of the datasets that will be joined as part of the Connected Yorkshire programme, using a pseudonym derived at source from the NHS number, or an alternative research data field within existing research datasets. Additional datasets will be linked to the BTHFT data from other organisations and sectors when available.


[image: image1]
3.  Type and status of data shared

	Is the data ‘person identifiable’?
	NO- All identifiers that can identify a patient  will be removed, replaced with another value or pseudonymised  


	Is the data anonymised?
	YES

All identifiers will be removed- see section 5 below


4.  Legal basis for sharing where no consent is given

	· Extraction of the data from the practice shall not include patients who have opted out of sharing their information in line with their rights in the NHS Constitution and the Health and Social Care (Safety and Quality) Act 2015.

· The extraction will ignore coding in the clinical system where this objection has been recorded.

· It is the responsibility of the Practice to ensure the appropriate codes are recorded if a patient decides to object to share their information and to operate suitable processes and procedures.
· Agreed to remove records from the data extraction where the following list of readcodes have been recorded identifying patients objections to opt out of sharing their records
TPP SystmOne Readcode

EMIS Readcode
Readcode description

XaaVL -  (Type 1 objection)
9Nu0  
Dissent from secondary use of GP patient identifiable data’ code

XaZ89 - (Type 2 objection)
9Nu4

Dissent from disclosure of personal confidential data by Health and Social Care Information Centre

XaKRw 
93C1
Refused consent for upload to local shared electronic record
XAXj6 
9Ndo
Express Dissent for Summary Care Record dataset upload’
XakRy 
93C3

Refused consent for upload to national shared electronic record
XakRw 
93C1

Refused consent for upload to local shared electronic record
n/a 
9Nd1

No consent for electronic record sharing
XaNwT 
9NdH

Declined consent to share patient data with specified 3rd party
XaNwU 
9NdJ

Consent withdrawn to share patient data with specified 3rd part
Patients can change their minds and reverse a previous objection in which case the following codes should be used: 
TPP SystmOne Readcode

EMIS Readcode
Readcode description

XaZ8A -
9Nu1

Withdraw dissent from secondary use of GP patient identifiable data

XaaVM 
9Nu5

Dissent withdrawn from disclosure of personal confidential data by Health and Social Care Information Centre

· Analysts will only have access to the pseudonymised data and will agree to use this data in accordance with BTHFT / University of Leeds information governance and security protocols.




5.  Data Items shared

This list must be comprehensive and include ALL data items that are to be shared. All data items to be shared must be justifiable as necessary for the purpose. The service user/staff member should be aware that the information will be shared and have consented to it. For the purpose of delivering care implied consent is sufficient. You should tailor this section to suit your organisations specific needs.
	Service User Data

	Yes/No
	Comment

	Name, address, Date of Birth, Gender, GP


	 Yes
	Gender, Age, Ethnicity, Partial Postcode i.e. BD20  and GP details 

	Identifying numbers

(NHS No. etc.)


	Yes
	NHS number will be pseudonymised

	Next of Kin, Emergency Contact, Carer Details


	No
	

	Clinical Details

(Clinical details should only be shared where there is a justifiable purpose)


	Yes
	All patients clinical details including:

· Medications
· Allergies

· Full history
· Vaccinations

· Referral information

To identify target populations to General Practice, secondary care, third sector and social care where significant improvements can be made to patients health and social care and to improve self-supported management.



	Basic Clinical Details

(Condition and relevant care requirements)


	Yes
	· 

	Full Clinical Details

(May include medical history, test results, clinical letters, reports etc.)


	Yes
	· Medications

· Allergies

· Full clinical history

· Vaccinations

· Referral information

· Clinical Letters

· Reports

· Test results



	Other

(Should only be shared where there is a justifiable purpose)


	Yes
	Appointment history

Data will be shared back to practices to highlight areas where potential improvements look possible.



	Risk Factors


	
	

	Other (Please Explain)


	
	

	Staff Information
	Yes
	Comment

	Name, Job Title, Work Base, Work Team, Line Manager
	Yes
	

	Identifiers Such As Payroll No. NI Number
	No
	

	Home Address, Date of Birth and Next of Kin
	No
	

	Full Employment Record
	No
	


6.  Protective Marking

	Is Protective marking/Classification relevant to this information?
	No

	    
	

	If yes please use the system relevant to your Organisation
	

	
	

	
	

	
	


https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/251480/Government-Security-Classifications-April-2014.pdf 

7.  Data Transfer Method

All parties to this agreement are responsible for ensuring that appropriate security and confidentiality procedures are in place to protect the transfer, storage and use of the shared, person identifiable data.

	Regular flow (specify frequency)
	Quarterly in 2017 thereafter monthly in 2018

	Ad hoc
	


	More than 21 items per flow
	Yes

	Less than 21 items per flow
	


Give full details of how the transfer will be made and what security measures will be in place e.g. encryption, business secure mail or recorded signed for etc.

	Face to face


	

	Telephone


	

	Safe haven fax (or faxed following procedure)
	

	Electronically (state method)


	

	Secure E Mail


	

	Secure Mail


	

	Secure Courier


	

	Encrypted Removable Media


	Yes

	Other


	


	Has a risk assessment been carried out on the chosen methods of transfer?
	Yes


	What are the identified risks?


	The table below identifies the risks associated with the extraction of the data and the safeguards to mitigate risks:

	Risks
Safeguards

Identifying patients

· Patient identifiers are removed or replaced from the extraction.

· NHS number is pseudonymised

· Trusted organisation retains the source key of the pseudonym process 

Information held at BTHFT and the Ark 

· Data is stored in a secure data environment
· Controls are implemented to ensure secure data access
· All data processor users are required to sign a confidentiality agreement

· Data contributors restrict data provided for patients that have registered an objection in line with recommendations from Dame Fiona Caldicott’s report

· BTHFT and the University of Leeds have a Level 2 (satisfactory) IGT score

Re-identifying patients
GPs and Consultants will be provided access to the linked datasets providing direct care to patients only where the patient has specifically consented.

Including patients that have opted out of the programme

The extraction ignores patient records that have opted out of the programme where any of the opt out read codes in section 4 have been recorded.
Transfer of data from data sources to the Trusted organisation / Data Processor
The Trusted organisation and data contributors apply technical and physical controls on the transfer of data between data sources and the trusted organisation/data processor to minimise the risk of unlawful access, data loss and hacking.

The public are unaware of the Connected Yorkshire programmes, the data that is collected, how it is used and the personal and public benefit

· A communications campaign is implemented to ensure that the public are informed and aware of the Connected Yorkshire programme.

· Patient information materials are made available which include details of where to find out more about the programme including data sharing and how to object if they do not wish their data to be shared



8. Audit and Review

	Organisations Name


	Bradford Teaching Hospitals NHS Foundation Trust

	Address


	Bradford Royal Infirmary

Duckworth Lane

Bradford

BD9 6RJ



	Responsible Manager


	Kuldeep Sohal, Connected Yorkshire Programme Manager

	Contact number


	01274 383944

	Review Date


	


INCIDENTS

Any incidents occurring as a result of this agreement should be reported to the signatories of all affected organisations. They will then pass on the information 

in accordance with incident reporting procedures within their own organisation 

if appropriate. Organisations will agree to share information in order to help investigate any such incidents

9.

	Subject Access Requests Will Be Directed To


	Kuldeep Sohal
Bradford Institute for Health Research

Temple Bank House

Bradford Royal Infirmary

Duckworth Lane

Bradford

BD9 6RJ



	Special Arrangements For Subject Access Requests


	Not applicable as the data is not identifiable


10.

	Retention Period For Data


	The data will be retained for the life of the CHC Programme, which is expected to be three years.


	Disposal Method For Data


	Data will be destroyed in accordance with NHS and BTHFT data destruction policies.
http://nww.bradfordhospitals.nhs.uk/Medical%20and%20Healthcare%20Library/InformationServicesPolicies.htm
· Information Governance Policy

· Information Governance Data protection 

· Information Governance Guidance Information Sharing and Exchange

· Information Risk Policy

· IT Security Policy




This data sharing agreement is under the auspice of the inter-agency information sharing protocol April 2016.





Connected Yorkshire is one of the identified Connected Health Cities data linkage programme across health and social care to improve patient pathways.  Connected Yorkshire will be starting with child obesity, child mental health, diabetes, epilepsy, emergency care, medically unexplained symptoms, and frailty patient care pathways.





General Practice data relating to individual patients will be extracted by TPP or the General Practice from the reporting system in SystmOne - the practice clinical system database. Primary care data will be linked with BTHFT data, social care, third sector and other datasets made available as part of the Connected Yorkshire, Sustainability and Transformation Plans and Digital Bradford, Airedale and Craven 2020 programme. 





The intentions and purposes of the Connected Yorkshire linked datasets include the following. This list is not exhaustive:


Understanding the patterns of health needs for patients in Bradford


Mapping of pathways of care across organisations.


Using this learning to develop new patient care interventions and quality improvement programmes, that integrate health and social care, including self-management and community based approaches.


Evaluating the effects of changes in healthcare practice and policy in Bradford.


Anonymised data will be used for research purposes and in research publications.


Access to the linked datasets by GPs and Consultants providing direct care to patients only where the patient has specifically consented.


Personal identifiable data that can identify patients by that information will be removed from the General Practice extracts. The table below provides information on the patient identifiers that will be removed from General Practice extracts and what they will be replaced with where appropriate.





Patient Identifiers�
Removed / Replaced�
Replacement value�
�
Full Name�
Removed�
�
�
Date of Birth�
Replaced�
Month and year of birth�
�
1st Line of the Address�
Removed�
�
�
Postcode�
Replaced�
Partial Postcode i.e. BD20 �
�
NHS Number�
Replaced�
Pseudonymised value�
�



The pseudonymised NHS number will be used to link datasets across organisations and sectors. Where the NHS number is not available in the datasets, then other data items will be used to attempt to link data.














.





The primary care data will be extracted by either the General Practice or TPP and the NHS number will be pseudonymised at source. 





Pseudonymiser tools including the Open Pseudonymiser tool will be used to pseudonymise the NHS number. Open Pseudonymiser tool is a computer programme developed by the University of Nottingham � HYPERLINK "https://www.openpseudonymiser.org/" �https://www.openpseudonymiser.org/� specifically for projects like this. The programme encrypts each NHS number within a string of 256 characters therefore making the data unintelligible without the encryption key. A data file simply containing these encrypted NHS numbers will be sent securely via secure methods to BIHR. 





The encryption, source or SALT key will be retained by the North of England CSU who will distribute the key to General Practices or TPP as appropriate.





Pseudonymised primary care data will be sent securely in an encrypted format using secure file transfer protocol or an alternative encrypted process  by the General Practice or TPP using the highest standards of information governance and technical expertise to protect the identity of patients to BTHFT. 





 









































Data Storage – Phase 1


The data will be initially hosted at Bradford Teaching Hospitals NHS Foundation Trust  (BTHFT) in a secure environment with the highest standards of information governance and technical expertise to protect the data. BTHFT measures itself to ISO 27001standards. BTHFT adheres to all the information governance and security standards in the Information Governance Toolkit (IGT). BTHFT achieved Level 2 (satisfactory) with an overall score of 83% for IGT version 13 in 2015-16. BTHFT information governance and information security policies are published on the organisations intranet and are listed as follows:


� HYPERLINK "http://nww.bradfordhospitals.nhs.uk/Medical%20and%20Healthcare%20Library/InformationServicesPolicies.htm" �http://nww.bradfordhospitals.nhs.uk/Medical%20and%20Healthcare%20Library/InformationServicesPolicies.htm�


Information Governance Policy


Information Governance Data protection 


Information Governance Guidance Information Sharing and Exchange


Information Risk Policy


IT Security Policy


 


BTHFT employees follow strict standard operating procedures for the secure transfer, storage, handling, backup and restore of data. All BTHFT staff complete annual mandatory training in Information Governance procedures. Staff are made aware of their responsibilities under the Data Protection and Freedom of Information Acts, which are laid out in the Trusts DPA and FOI policies and procedures. Breaches of confidentiality will be disciplinary matters within BTHFT.


Data Storage - Phase 2: As part of the aim of the Connected Health Cities programme, the University of Leeds is developing an ‘Ark’ to host the data in a secure environment with the highest standards of information governance and technical expertise to protect the data. The University of Leeds measures itself to ISO 27001standards.The University of Leeds adheres to strict governance and security procedures in the IG Toolkit. The University of Leeds – SEED achieved Level 2 (satisfactory) with an overall score of 74% for IGT version 13 in 2015-16. The University of Leeds information governance and security policies are embedded in this document.


� EMBED AcroExch.Document.11  ���� EMBED AcroExch.Document.11  ���� EMBED AcroExch.Document.11  ���


Data will be migrated to the Ark at the University of Leeds once the digital platform is operational. University staff will be issued NHS contracts/Secondments to enable them to access NHS data.


The University of Leeds employees follow strict standard operating procedures for the secure transfer, storage, handling, backup and restore of data. All University of Leeds staff complete annual mandatory training in Information Governance procedures. Staff are made aware of their responsibilities under the Data Protection and Freedom of Information Acts, which are laid out in the University of Leeds DPA and FOI policies and procedures. Breaches of confidentiality will be disciplinary matters within University of Leeds.





Analysts will not require access to patient confidential data and will only analyse anonymised data in accordance with BTHFT and University of Leeds governance and security protocols. 





The SIRO at BTHFT will be the data custodian whilst the data is hosted at BTHFT. Thereafter the SIRO at the University of Leeds will be responsible for the data as the data custodian. 





Evaluation:


There will also be an evaluation strategy as part of the Connected Yorkshire programme to evaluate interventions and data linkage. As part of the evaluation process, BTHFT, University of Leeds or the University of York may contact selected patients who are part of the Bradford population, through their primary health care provider, only after specific consent has obtained by the primary healthcare provider.
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Primary Care





Bradford Trust / Leeds Ark





Children Social Care





Secondary Care





Maternity 





Yorkshire Ambulance Service





National Child measurement Programme





Education
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Secure Electronic Environment for Data System Summary

The Secure Electronic Environment for Data (SEED) facility is a secure data management
infrastructure run by the Data Services Team in IT Services. This allows for safe storage and
access to personally-identifiable sensitive data, subject to individual consent or the relevant
approval to set aside consent in the case of medical research. The facility allows secure remote
data entry and reporting over the web and a safe environment for data processing and analysis.
Data in the facility is clustered for resilience, backed-up nightly and can be encrypted if required.

The SEED system is a firewall-protected private network containing database and file servers. The
firewall blocks all network traffic from the University of Leeds campus network except from
authorised users of the SEED system who connect from the University of Leeds network via a
Virtual Private Network (VPN) connection. The VPN connection encrypts all network traffic
between the authorised user’'s PC and the SEED system. The campus border firewall blocks all
network traffic from the internet to the SEED system firewall. The device used to access the SEED
system must be organisationally owned, managed and maintained.

The SEED system is subject to, and its own Information Governance Policy extends operationally,
both the Information Security Policy and the Information Protection Policy of the University,
available online at http://it.leeds.ac.uk/info/116/policies. The School of Medicine is part of the
Faculty of Medicine and Health and is additionally subject to the Faculty of Medicine and Health
Classified Information Security Policy. These policies, together with other related guidance
materials, identify the actions, managerial responsibilities, confidentiality requirements and
information security management measures for the SEED system.

Full data access policies and responsibilities are listed within the SEED Information Governance
Policy, specifically sections 7.17.2 (Physical and Technical Security) and Appendix 4 (Summary of
an individual’s responsibilities). In summary, only those essential members of staff working on an
information asset who require direct access will be granted authorisation. All users of the SEED
system must sign a confidentiality agreement, which includes stipulating that security and
confidentiality must be maintained.

Access to University of Leeds computing resources is controlled by the University’s Microsoft
Active Directory through login IDs and passwords. Access to information assets is authorised by
the Responsible Owner of the asset and is granted by the Information Governance Lead. All
information assets require a credential check on log in. Identifiable data within the database are
encrypted. All staff are fully trained in dealing with sensitive and confidential data, including their
responsibilities to maintain patient confidentiality.

The SEED system has been assessed via the NHS Information Governance Toolkit, using the
v13.0 requirements for a Hosted Secondary Use Team/Project. It has been judged satisfactory, at
Level 2. Our assessment report may be viewed online at:

https://www.igt.hscic.gov.uk/AssessmentReportCriteria.aspx?tk=419324582633425&Inv=3&cbh=65
9afe50-05cc-47e9-8060-857ac96d8d73&sViewOrgld=46385&sDesc=8E218 - SEED
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https://www.igt.hscic.gov.uk/AssessmentReportCriteria.aspx?tk=419324582633425&lnv=3&cb=659afe50-05cc-47e9-8060-857ac96d8d73&sViewOrgId=46385&sDesc=8E218%20-%20SEED

https://www.igt.hscic.gov.uk/AssessmentReportCriteria.aspx?tk=419324582633425&lnv=3&cb=659afe50-05cc-47e9-8060-857ac96d8d73&sViewOrgId=46385&sDesc=8E218%20-%20SEED
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Document Control

This document is subject to change control and any amendments will be recorded below.

Change History

Version | Date Circulation | Changes

1.0 10/03/13 | www.leeds.ac.uk/informationsecurity | First formal issue

1.1 21/06/13 | www.leeds.ac.uk/informationsecurity | 1. Added ‘unrestricted’ to
para 5.

2. Addition to Cloud para 6.

3. Advice on mobile
protection in 12.

4. Safe haven fax added to
table.

1.2 10/03/16 | www.leeds.ac.uk/informationsecurity | Updated broken links

Version Awareness

The audience of this document should be aware that a printed copy may not be the latest
available version. The latest version, which supersedes all previous versions, is available at
http://www.leeds.ac.uk/informationsecurity. Those to whom this Policy applies are
responsible for familiarising themselves periodically with the latest version and for complying
with Policy requirements at all times.




http://campus.leeds.ac.uk/isms

http://www.leeds.ac.uk/informationsecurity

http://www.leeds.ac.uk/informationsecurity

http://www.leeds.ac.uk/informationsecurity
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Introduction

This policy sets out the steps which members of the University are required to take to
protect the security of all ‘sensitive information’, a category which includes but is not
confined to information that relates to and identifies individuals (‘personal data’). The
policy applies in particular to members of staff, but it also covers students wherever
appropriate.

Overview

The Policy classifies sensitive information according to its damage potential, and
defines the special controls which are to be applied in order to protect it from
inappropriate disclosure. There are two kinds of classified information: ‘confidential’
and ‘highly confidential'.

Any information that is not categorised as either ‘confidential’ or ‘highly confidential’ is
‘unclassified’. No particular controls apply to the disclosure of unclassified material.

» Highly confidential applies to information disclosure of which to unauthorised
recipients would be likely to result in serious damage to the interests of
individuals or of the University.

» Confidential applies to information disclosure of which to unauthorised
recipients could have a negative impact on individuals or the University.
Except for information which is obviously and legitimately in the public domain (such
as job titles and departments), personal data will, as a general rule, fall into one or

other of the classified categories.

The scale, volume and the medium of storage need to be taken into account in the
assessment of the classification of any set of information. For example, information
which in itself would be classified as ‘confidential’ when it relates to just one
individual might need to be classified as ‘highly confidential’ when it covers hundreds
or thousands of individuals, especially (but not only) if it is held in electronic form.
The potential for damage from unauthorised disclosure is very much higher in the
latter case than in the former and the level of control needs accordingly to be higher.

Examples of material falling into the above categories are set out in Annex 1.

Requirements

The University is seeking to create and reinforce a culture which takes data security
seriously. To this end, all members of the University are expected to comply with the
following requirements.

1. Assess the sensitivity of all information you create and receive; and take
proportionate measures to ensure that data are held securely. Guidance on
whether or not documents should be classified (as ‘confidential’ or ‘highly
confidential’), and the key controls for protecting data, are set out in the annexes to
this policy. (Further guidance is available at
http://it.leeds.ac.uk/downloads/download/43/example risk_assessment form




http://it.leeds.ac.uk/downloads/download/43/example_risk_assessment_form
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2. Keep personal passwords secret; never share them. Group passwords must not be
disclosed outside the group. (Guidance on passwords is available at
http://it.leeds.ac.uk/info/117/quides and other documents/772/selecting a strong password )

3. Access or share classified information only where the conduct of University
business requires you to do so and with the necessary permissions.

4. Obtain any necessary permissions before sharing classified information with
colleagues or third parties. Seek advice if you are unsure what you need to do (see
contact information below).

5. Keep electronic data on the University’s servers. In general, store classified data
only on the University’s servers (first encrypting any highly confidential data that is to
be kept in unrestricted shared areas). (See also 14 below.)

6. Unless using a bespoke service that has been security-tested and approved by
the University, Cloud services® must not be used for storing or processing data which
is (a) classified; (b) of such criticality that functions or operations would be disrupted
should it be lost or become unavailable or corrupted; or (c) valuable intellectual
property of the University (on which further advice can be sought from the Legal
Adviser).

7. Make sure no one can access your computer when it is left logged on and
unattended. Use ‘password protection’ on your computer and on any portable
electronic equipment used to store or access University data (including mobile
phones used to access e-mail).

8. Comply with the University’s Code of Practice on Data Protection (see
http://www.leeds.ac.uk/secretariat/data _protection_code of practice.html) In
particular, anonymise research data wherever possible, only take the data you need;
and in any event do not keep data longer than required for the conduct of University
business.

9. Never configure your computer (or other hardware) automatically to forward
University e-mails to an external service provider (for example, a personal hotmail
account).

10. When e-mailing classified information to other members of the University, always
use their University e-mail address (rather than externally-hosted e-mail facilities.)

11. When e-mailing data, always double-check that you have used the right address
before sending the e-mail. This is particularly necessary when your e-mail system
‘predicts’ the intended recipient from your first few key strokes.

12. When you are off campus, use University-approved methods to access University
e-mail or data (such as Outlook Web Access or Citrix for example). If you use mobile
devices for this purpose, make sure they are password or pin protected, or otherwise
encrypted.

13. Encrypt classified electronic data (a) when holding them on laptops or memory
sticks or other removable media? and (b) before attaching them to e-mails. Never
include ‘highly confidential’ information within the body of an unencrypted e-mail.

14. If you have to keep classified data on laptops, memory sticks and other portable
devices, do so only on a temporary basis. Delete such information from the portable
device at the earliest possible opportunity. Keep the volume of data on a memory

1 Examples of cloud services include iCloud, Dropbox, Microsoft (Azure, BPOS and SPLA), Amazon (AWS, S3
and EC2) and Google (Google Apps). Advice on approval of bespoke solutions should be sought from the IT
Security Coordinator.

2 This requires the use of the University Encryption Standard. Even those who do not routinely handle classified
data may wish to encrypt their laptops. Details are available via the ISS Help Desk.



http://it.leeds.ac.uk/info/117/guides_and_other_documents/772/selecting_a_strong_password

http://www.leeds.ac.uk/secretariat/data_protection_code_of_practice.html
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stick or similar device to the absolute minimum required for immediate operational
purposes.

15. Save in very exceptional circumstances, and with the permission of your line
manager, highly confidential paper documents should not be taken outside the
University; if you have to take classified paper documents outside the University, do
so for the shortest time possible, keeping them securely. If you obtain classified
information outside the University (for example, through the collection of research
data), keep the data securely, and bring or post them into the University at the
earliest opportunity.

16. If posting classified material, use a first class envelope for confidential material,
and use recorded post and a double envelope (one inside the other) for material that
is highly confidential. The external envelope must not bear the classification.

17. Use shredding machines for disposal of classified paper documents. Disposal of
bulk classified waste can be carried out through Cleaning Services. Any unwanted,
damaged or obsolete computer hardware must be disposed of through Cleaning
Services — it cannot be sold or donated to members of the University or to other
organisations, such as charities. Seek advice if you are unsure what to do.

18. Ensure offices are locked when they are unattended, and that classified papers
are locked away when not in use.

19. Make sure any third parties (including contractors) permitted to handle classified
data are required to take appropriate security measures. (A template for use in this
connection is available from the Legal Adviser.) Similarly, respect any additional third
party rules relating to data that has been shared with the University — for example, by
the NHS.

20. If you use a home or other non-University computer to create or access classified
information, make sure that the computer has up-to-date security protection, and that
no-one else can use it to view University information. Classified data must not be
stored on privately-owned computers and equipment.

Overall responsibility for information security issues within the University rests with
Roger Gair, the University Secretary. Assistance and training can be provided
through Kevin Darley, the University’s IT Security Co-ordinator
(k.j.darley@leeds.ac.uk; @ 0113 343 1118) or from Adrian Slater, the University’s
Legal Adviser (a.j.slater@leeds.ac.uk).

Any information security incidents or breaches must be reported to one or other of them
immediately.



mailto:k.j.darley@leeds.ac.uk

mailto:a.j.slater@leeds.ac.uk
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ANNEX 1 - Classifying information

Personal Data

Unclassified

Confidential

Highly Confidential

Anonymised data®

Data agreed by data subjects
to be put into the public
domain.

Publicly available staff
directories including work
telephone numbers, e-mail
address and Department
information.

Simple list of names with no
other data.

Information on individuals
available through social
network sites where
information provided on
condition that will be public
domain information.

Final degree classification.

Individual’s passport details,
home address and
telephone number.

Individual's name plus home
address/postcode, age and
home telephone numbers.

List of student names and

their student ID number or
list of staff names and their
personnel number.

Names and addresses of
student applicants to the
University.

Attendance details relating
to an existing student.

Student transcript
Exam scripts
Exam marks

Examiner's comments on a
student’s performance

Financial information
regarding individuals e.g.
payment information (credit
card details), bank account
details, information about
indebtedness (student fees).

Information on individual’s
racial or ethnic origin,
political opinion, religious or
other beliefs, physical or
mental health or criminal
record.

Attendance and academic
progression information/
disciplinary information
relating to an existing
University student.

Preliminary degree
classification/ transcript
information pending formal
approval and any
publication

References for students or staff*

UCAS forms*

Dates of birth.

Individual’s name plus date
of birth or national insurance
number.>

Individual’s name plus date
of birth or national insurance
number, passport details,
home address and
telephone number®.

Hundreds of individuals’
names plus date of birth or
national insurance number?

3 For these purposes anonymised data is data which does not relate to a living individual and cannot identify an
individual, or cannot identify an individual through other information which is in the possession of, or is likely to
come into the possession of the organisation processing (see section 1 (1) (a) of the DPA 1998

4 Content dependent e.g information relating to health, criminal record or disciplinary matters, would make the
reference/UCAS form highly confidential.
5 Adding additional combinations of data can change the overall status. Simply increasing the volume of data

can also change status
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Non-Personal Data

Unclassified Confidential Highly confidential

Research grant applications/proposals®

Information relating to supply or procurement of
goods/services prior to approved publication.

Information contained within | Assessment material prior to | Future marketing or student
an organisation's annual “unseen” assessment fees information not yet
corporate report. agreed to be made public.
Other information that may
be regarded as a trade
secret or otherwise highly
commercially sensitive.

Information that can be
obtained from publicly
available directories or
regulatory bodies e.g.
Companies House or Information relating to
HEFCE. restricted intellectual
property rights or otherwise
covered by a confidentiality
agreement/ contractual
term.

Information contained within
an organisation's web sites
for public dissemination.

Legal advice and other
information relating to legal
action against or by the
University.

Please be aware that the above are only indicative general examples of personal and non
personal data. As highlighted in the footnotes and main body of the policy, the mix of
information, the amount of information and the medium in which the information is held can
change the classifications.

6 Content dependent e.g. information subject to imminent academic publication or industrial collaborators may
lead to application/proposal being highly confidential.

ANNEX 2: Key controls for protecting classified information
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Activity Confidential Highly Confidential

> Electronic data

Storage of data in shared Yes Only if encrypted
areas of University server

Storage of data in personal Yes Yes
area of University server

Remote access to the data Yes, but only via Citrix or other Yes, but only via Citrix or other
University-approved mechanism | University-approved
mechanism?’

Storage of data on University- | Only on a temporary basis and Only on a temporary basis and
owned laptops or other only if encrypted only if encrypted
portable devices.

Storage of data on privately- No No
owned laptops or other
portable devices (including
memory sticks)

Sending data by e-mail Yes (taking care to check the Yes but only as encrypted
address of the recipient(s)) attachment

» Paper and other media

Storage in University Locked filing cabinet or Locked filing cabinet or
equivalent equivalent inside room normally
kept locked
Facsimile transmission Yes No (unless directed to a ‘safe

haven’ machine)

Data collection outside the Kept securely on the person Kept securely on the person,
University (and returned to the University preferably in a locked case
at the earliest opportunity) (and returned to the University

at the earliest opportunity)

Taking documents off campus | For the shortest time possible Only permitted exceptionally
and documents to be kept and once authorised by your
securely about the person line manager

Posted Yes via first class post in an Yes, via Recorded® post when
envelope without any double enveloped, without
classification marking classification marking on outer

Disposal Shred small volumes. Bulk Shred small volumes. Bulk
disposal through cleaning disposal through cleaning
services. services.

7 Remote access to unencrypted information is possible only to information in the personal area of a server.
8 Recorded post requires a signature from the recipient; other forms of post requiring a signature (e.g. Special
Delivery) are also legitimate.
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Document Control

This document is subject to change control and any amendments will be recorded below.

Change History

Version | Date Circulation Changes
1.0 28/05/04 | http://campus.leeds.ac.uk/isms | First formal issue
2.0 16/08/04 | http://campus.leeds.ac.uk/isms | Change to URL for ‘Suggested

Charter for Systems & Network
Administrators’

2.1 19/08/04 | http://campus.leeds.ac.uk/isms Addition of copyright statement
to front cover

2.2 18/07/05 | http://campus.leeds.ac.uk/isms Structural and content changes
throughout.
2.3 28/04/06 | http://campus.leeds.ac.uk/isms Addition of Section 2.9.2

following introduction of new law

2.4 20/07/07 | http://campus.leeds.ac.uk/isms General review & renumbering in
new style. Removal of 3.9.6
(Network Attachment Register)
and 3.14 (Open Relay Testing).
Addition of 2.4.1 (Server
Accommodation & Security) and
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3.13.4 (Possession and Use of
Password Cracking Tools)

2.5 09/07/08 | http://campus.leeds.ac.uk/isms Removal of Annexes A and D
and update of Annex D (formerly
F) to reflect new procedures.

2.6 14/09/09 | http://campus.leeds.ac.uk/isms | New sections regarding
requirement to register and de-
register peer-to-peer applications
(5.4.4 & 5.4.5 respectively)

2.7 20/02/12 http://www.leeds.ac.uk/ New section 2.5 P2P software.
informationsecurity

Version Awareness

The audience of this document should be aware that a physical copy may not be the latest available
version. The latest version, which supersedes all previous versions, is available at
http://www.leeds.ac.uk/informationsecurity. Those to whom this Policy applies are responsible for
familiarising themselves periodically with the latest version and for complying with Policy requirements at
all times.
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1.1.

1.2.

Introduction

Background

The University of Leeds (hereafter referred to as the University) operates an Information Security
Management System (ISMS) which is designed to protect the Confidentiality, Integrity and
Availability (CIA) of its key information.

The ever increasing use of digitised and networked information at the University intensifies the
risk of data being copied, modified, hidden or encrypted, accessed by unauthorised persons,
stolen or destroyed. Furthermore, unless systems are appropriately secured, there is an
increased risk that they will be used to mount attacks against other organisations, potentially
resulting in liability and/or damage to the reputation of the University.

In addition, it is essential for the protection of those who administer and manage IT/IS facilities to
so within the framework of the numerous laws that concern data and information, so that
individuals do not find themselves liable to criminal proceedings as a result of their activities.

The technical controls that are used within the University provide an essential element of
protection. However, these only deliver part of the required solution, the most effective defence
being achieved through awareness and good working practices.

This document forms the University’s Systems Security & Network Access & Management Policy
in support of the Information Security Policy. Compliance with this Policy will ensure that
consistent controls are applied throughout the University to minimise exposure to security breach.
Furthermore, it will enable network and systems administration and computer support staff to
conduct their activities within the framework of the law. The University’s Information Security
Policy and a full list of Supporting Policies within the ISMS framework can be found at
http://www.leeds.ac.uk/informationsecurity.

Purpose, Applicability and Scope

This Policy is primarily directed at systems administrators and computer support staff (including
ISS staff) who are responsible for the development and maintenance of IT/IS facilities.
Applicability naturally extends to anyone else who is subjected to the Policy framework who
undertakes activities governed by this Policy, especially those who administer their own
machines.

It is the personal responsibility of each person to whom this Policy applies to adhere fully with its
requirements.  However, Deans and Heads of Schools/Services' are responsible for
implementing this Policy within their respective faculty, school or department and for overseeing
compliance by staff under their direction or supervision.

! Also generically infers Heads of Centres and Institutes throughout.
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2.1.

2.2.

221

2.2.2

2.2.3

224

2.2.5

2.2.6

227

Systems Security

Purpose of Policy

This Section defines the baseline controls which are required for the security of systems. Hints
and tips in support this Section can be found at Annex A.

Authority & Responsibility

Formal Appointment of Computer Support Staff

Computer support staff (including system administrators) are to be formally appointed by the
respective dean or head of school/service.

Administration Rights for Servers

Faculty/school/department staff are not to be given administration rights for servers unless this
task forms part of their job description or there are justifiable reasons for doing so. Authority for
granting administrator rights for staff other than those who are designated administrators or
computer support staff can only be granted by the Faculty IT Manager (FIM) of the respective
faculty/department.

Systems’ Management — System Administrator & Computer Support Staff Responsibilities

It is the duty of system administrators and computer support staff to ensure that their actions do
not place the network, and systems for which they are responsible, at risk. Any system
administrator or member of computer support staff is to seek initial guidance from their FIM prior
to undertaking any computer related task if they are unsure of the likely outcome or potential
implications of their actions.

Systems’ Management — Technical Advice

FIMs are to be used as the primary source for the provision of technical advice to system
administrators and computer support staff within their respective faculty/school/department.

Legislation Compliance

All computer related activities must be carried out in accordance with legal requirements. It is the
personal responsibility of each individual to check first with their FIM or the IT Security Co-
ordinator if they are unsure whether their intended actions would contravene the law.

IT Security Co-ordinator’s Responsibilities

The IT Security Co-ordinator will provide IT/IS security and guidance and advice on matters of
computer/information and associated legislation to system administrators and computer support
staff upon request.

Alert Mailing List Subscription

System administrators and computer support staff are required to subscribe to the Mailman
mailing list leeds-alert@lists.leeds.ac.uk. The IT Security Co-ordinator will publish details of
security alerts and vulnerability fixes through this mailing list.
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2.3.
2.3.1

2.3.2

2.3.3

2.4.

Reporting Security Incidents

Reporting Compromised Systems

When a system is compromised it is possible that other systems on campus may be vulnerable to
the same exploit. Unless action is taken quickly to alert the system administrators of those
machines of the impending threat, the damaged suffered, the inconvenience of downtime across
the wider institution, the cost of repairs and the potential reputational damage to the University is
likely to be exacerbated.

Security controls only minimise the risk of system compromise; they do not guarantee protection.
Whatever we do, we will always experience them and the potential embarrassment of ‘being
hacked’ must not be an issue. Minimising the impact of a system compromise is more important
than protecting the ‘reputation’ of a faculty, department, research group or service. Consequently,
system administrators have a duty to report all compromised systems to the IT Security Co-
ordinator at the earliest opportunity in accordance with the Security Incident & Computer Misuse
Policy.

In rare cases there may be legal or commercial reasons for keeping specific details of some
system compromises confidential. Anyone who believes that they are operating such a system is
to request an exemption certificate from the IT Security Co-ordinator so that they do not have to
disclose details in the event of a system compromise. All such applications will be considered on
their own merits and decisions may be influenced through consultation with the University’s Legal
Advisor.

Where exemption certificates of this nature are issued to more than one
faculty/school/department, concerning the same platforms and same sponsors/commercial
arrangements, the certificate holders are required to exchange details of any system compromise
within that closed community, and to inform the IT security Co-ordinator.

Reporting Other Security Incidents

All other security incidents are to be reported to the IT Security Co-ordinator in accordance with
the Security Incident & Computer Misuse Policy.

Security Co-operation

System administrators and computer support staff are required to fully co-operate with the IT
Security Co-ordinator in addressing and rectifying all network or systems security problems that
come to light.

Management of Systems’ Services

When servers are built they are to be installed from a known secure and reliable source. If there
is any doubt about the security of source images they must not be used and the software is to be
installed using original media. This overcomes the possibility of building a system from a
machine that has already been broken into but where the exploit has not yet come to light.

When a machine has been compromised, it is recommended that an investigation is carried out
to determine the means of attack prior to the system being repaired. Attackers frequently leave
behind clues to their identity or methods used, along with details of other systems they have
compromised.

All system compromises are to be reported in accordance with 2.3.1, and where possible, the
resources of Security Investigations Team (SIT) will be made available in accordance with the
Security Incident & Computer Misuse Policy.
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241

24.2

2.5.

2.6.

If the activities of the attacker cannot be determined, the operating system partition must be
wiped clean as attackers are known to leave hidden “backdoors' into systems that they
compromise.

All service packs/operating system patches and security related fixes must be applied prior to
testing the system. When network access is required to obtain fixes, this must be via a proxy
server. Desktop machines may be re-built from a standard faculty, school or department image
using software such as "Ghost'.

System administrators and computer support staff are to ensure that unnecessary applications
and services are disabled when systems are built or reconfigured.

Care must be taken to ensure that unnecessary services are not added or re-enabled when
applying patches, fixes and work-a-rounds.

Server Accommodation and Security

Wherever possible, servers are to be located in secure accommodation which is serviced with
appropriate environmental controls and provided with backup power supply.

The security patching and virus defences on servers must be maintained in accordance with the
University’s Security Patching Policy and Virus Protection & Management Policy at all times.

Departments that need servers where appropriate conditions and services are unavailable, or
security maintenance requirements cannot be met, are to contact ISS to investigate the feasibility
of ISS either hosting the services or providing ‘virtual servers’.

Documenting System Changes

Changes to systems are to be documented so that an audit trail of actions taken by system
administrators and computer support staff is available. This is especially important when
systems may be attended by more than one technician. Although change information is captured
in systems’ logs it may not always be available when required.

Use of Peer-to-Peer (P2P) Software

The use of P2P software on the University network? is prohibited except on computers which
have been registered with ISS to operate such software where there is a justifiable business
need for doing so. Where schools and departments have a need to use such software,
registration must be on a per IP address basis, not by a group range of IP addresses. For details
of the registration process please see 5.4.4. The process for unregistering previously registered
computers can be found at 5.4.5.

A list of P2P applications (in the context of this policy) which require registration can be found at
http://iss.leeds.ac.uk/info/357/information _security/761/peer_to _peer _sharing. P2P applications
which are detected as operating on computers that have not been registered for their use will be
blocked.

Computer Logging and Reporting

All systems are to be configured to produce log files and system administrators and computer
support staff are encouraged to check these on a regular and frequent basis to look for unusual
activities. Logs are to be retained for at least thirty days wherever this is practical.

All scans and probes, etc. from systems within the University network and any other JANET
connected sites are to be reported to the IT Security Co-ordinator at the first opportunity.

% This refers to the University’s wired network. Controls are in place to block P2P traffic on the wireless and residence
networks where the use of all P2P software (in the context of this policy) is prohibited.
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2.7.

2.8.

2.9.

2.10.
2.10.1

All cases of suspected security breach are to be reported in accordance with the Security
Incident & Computer Misuse Policy.

The procedures detailed at Annex B are to be followed where there is evidence of ongoing
scanning or probing activities that are considered by the community to be extensive or represent
a potentially serious security threat.

Patches, Hot Fixes and Work-a-Rounds

System administrators and computer support staff are required to apply patches hot fixes and
work-a-rounds in accordance with the Security Patching Policy. It is the responsibility of the
person applying the patch, hot fix or work-around to ensure that the security policy® remains
intact following the update and if not to re-apply it.

The Remote Control Facility

The University will operate a remote control facility to expedite the resolution of problems and
incidents by computer support staff. Access to this facility will be restricted to computer support
staff who need to use this tool in relation to their role, and who have signed to agree to the
‘Charter Governing the Remote Control Service in Support of Computer Operations’.

All use of the remote control facility must be in accordance with the Charter. Any reported
misuse will be thoroughly investigated in accordance with the Security Incident & Computer
Misuse Policy.

Modification of Data*

Where there are operational or Policy reasons for system administrators to make changes to user
files on computers for which they are responsible, this is to be done in such a way that the
information in the files is preserved:

> Files are to be renamed or moved, if necessary to a secure off-line archive, rather than
deleting them;

»  files are to be moved to a different location and a new file created in its place instead of
editing;

» information is to be removed from public view by changing permissions (and if necessary
ownership).

Where possible the permission of the owner of the file has to be obtained before any change is
made. However, if this is not possible the user must be informed at the first opportunity what
changes have been made and the reason for them.

The administrator must not, without specific individual authorisation from appropriate University
management, modify the contents of any file in such a way as to damage or destroy information.

Web Server Requirements and Controls

General Requirements & Controls
The use of any e-mail form is prohibited unless it can be secured to specific target addresses.

The use of scripts obtained from websites is prohibited unless they have been verified as being
secure.

8 Security policy in this context means the rule-sets to which systems are configured
* This section is based upon a JANET-CERT publication — A Suggested Charter for Systems & Network
Administrators, which can be found http://www.ja.net/development/legislation/sysadmin-charter.html.
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2.10.2

2.11.
2.11.1

2.11.2

Any guest book facility or other mechanism that allows guest content on web sites is to be
regularly and frequently checked. Responsibility for the content always rests with the owner of
the web site concerned.

Web sites belonging to agencies external to the University may only be hosted on the University
network with the permission of the University Secretary or the Finance & Commercial Services
Director.

A web site may be operated by a member of the University on behalf of an external agency,
providing that:

» It complies fully with all the requirements governing web sites;
»  that the person operating it remains a member of the University; and,
»  that the person operating it is responsible for it.

The creators of websites are responsible for ensuring that they conform to University Web
Standards and their owners are responsible for ensuring that they remain compliant thereafter.

Notice-to-Take-Down

The University will take down websites that contravene the Terrorism Act 2006, within the
required compliance time in accordance with the Act, should a Notice-to-Take-Down be served
on the University by the police.

Third Party Equipment

Network Connection of Third Party Equipment (Including Loan & Trial Equipment)

Equipment that is provided and/or supported by third parties may represent a more significant
risk than equipment owned and/or supported by staff from the University unless robust
arrangements are made to maintain the security provision of it.

A security audit must be carried out of all third party equipment introduced to the University prior
to network connection. All such equipment must be fully up to date with service packs, security
patches and anti-virus software, and protected by strong passwords. A third party equipment
status questionnaire and agreement form which can be used for this purpose can be found at
Annex C.

Security Requirements in Contracts

To avert potential security exposure, those negotiating contracts with third party suppliers or
entering into contracts for third party support of equipment are to focus on security requirements.

Agreement must be reached that the security patching status will be maintained through the
installation of automated client patching software, or that the third party/contractor undertakes to
maintain the currency of the system’s patching security equal to that of University
owned/maintained systems, and the details are to be written into the contract. In addition,
contracts are to incorporate a non-disclosure agreement in respect of any data that may be
viewed by the contractor whilst providing support services.

If security patching maintenance is provided through one of the University’s automated means, it
must be written into the contract that both the supplier and the business owner accept the risk
that security patches may not have been tested against specific or bespoke applications. In view
of this, it must be acknowledged that the release of some untested patches could have a
detrimental effect on their system(s). Thus the supplier/contractor may have to attend site in
order to respond to any problems, and that services may be unavailable to the business owner
pending resolution.
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2.12.

2.13.

2.14.

2.15.

2.16.

3.1.

Virus protection on third party supplied and/or maintained equipment is the responsibility of the
supplier or contractor as appropriate. The provision and maintenance of virus defences on such
equipment must be equal to that of University owned/maintained systems.

Systems may be disconnected from the network where security maintenance is the responsibility
of the third party/contractor but found to be out of date and where other systems or network
services are placed or considered to be at risk because of this.

Use of the third party equipment status questionnaire and agreement form at Annex C will help to
ascertain the security status of third party machines and may be useful in formulating contracts.

Password Management

Privilege passwords must be protected and managed in accordance with Password Usage &
Management Policy.

Systems are to be configured to force initial passwords to be changed at the first logon, where
possible, in accordance with Password Usage & Management Policy.

Virus Protection

Where applicable, subject to the operating systems used, anti-virus software is to be installed
and maintained in accordance with the Virus Protection & Management Policy. This applies to
newly built and rebuilt systems, regardless of whether they are, or are intended to be, connected
to the University network.

Software Installation

Only legally obtained/licensed software may be installed on any system. Installation and
registration of all software must be in accordance with the Software Usage & Control Policy.

Backup

Where systems are not backed up by ISS under FMA arrangements system administrators and
computer support staff are to make local back-up and off-site storage arrangements in
accordance with the Data Storage & Backup Policy.

Systems’ Utility Software

The use of system utility software on live systems, such as that which facilitates remote access,
manages event logging, and enables the management of group policies is to be restricted to
system administrators and computer support staff only. Master copies of such software are to be
held securely.

Network Security

Network Management Activities

Only system administrators and computer support staff are permitted to connect/disconnect
systems® to/from faculty, school and department networks.

® Other than portable computing facilities which have been authorised
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3.2.

3.3.

3.4.

3.5.

3.6.

Allocation of Internet Protocol (IP) Numbers

Access to the University network is to be controlled through the allocation of IP addresses, and
through the use of user accounts and authentication mechanisms, in accordance with the Access
Control & Account Management Policy.

System administrators and computer support staff who request NaSA to allocate/reallocate any
of their sub-net IP addresses to machines on their network are to do so via an e-mail to
macreg@Ieeds.ac.uk. In the request they are to stipulate whether the machine in question is a
server, desktop or mobile device so that NaSA can maintain appropriate records and where
appropriate confirm laptop registration in accordance with Section 3.11.1.

Occasionally there may be a requirement for an IP address to be hard-coded into a computer.
Only system administrators and computer support staff are permitted to allocate or reallocate
their IP addresses this way and only to University owned computers. For example, when they
have an urgent requirement to swap over a machine for one that has not previously been
registered. Those making such changes, who do not also maintain their own host tables (see
3.9.4) are required to e-mail macreg@leeds.ac.uk as soon as possible with the details including
building and room number.

Protection of Communications Hardware

All switches, hubs, routers and patch panels etc. are to be accommodated in communications
racks or cabinets designed for that purpose, with the exception of 4 way and 8 way mini-hubs,
where this is not practical.

Communications Racks and Cabinets

All communications equipment is to be kept secure when it is not being accessed; either in
locked rooms or in racks and cabinets that are fitted with locks. Keys to communications rooms,
racks and cabinets are to be held securely by system administrators or computer support staff so
that they are not available to individuals who are unauthorised to access the equipment that they
accommodate.

Cable Identification

All cables connecting to switches, hubs, routers and patch panels etc. are to be labelled so that
they are easily identified by those who administer the respective networks. However, the detail
recorded on the labels must not enable the equipment and/or services associated with the
connectivity to be easily identified by unauthorised individuals. Further detail can be found in ISS
Cabling Standards documentation at http://iss.leeds.ac.uk/downloads/cabling_spec.pdf.

Wireless Access Points

The physical location of WLAN access points must be given careful consideration. Where
possible these are to be hidden or placed at a high level so that they are less obvious and less
accessible to tampering.

It is recommended that faculties, schools and departments deploy wireless access points on the
ISS wireless LAN. The ease with which wireless access points can be connected to the
University’s network is a matter of concern as, without the proper configuration, their installation
can seriously impact the security of the University’s network making it vulnerable to deliberate or
accidental attack.
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3.7. Network Connection of Devices

Computer support staff are to be especially diligent when installing devices such as networked
printers, Ethernet switches, and web cams which allow remote network connection, such as

telnet.

Such devices are often insecure when installed ‘out of the box’, with privileged access via a
default password, or no password at all.

Information Security Management 2.7 (20/02/12) Page 14 of 3030






Systems Security and Network Access and Management Policy

3.8.

3.8.1

3.9.
39.1

3.9.2

3.9.3

Internet Access Suspension

Machines that have been granted direct Internet access may have the connection suspended at
the discretion of the IT Security Co-ordinator (or in his absence NaSA staff) where:

»  They appear to have been compromised and used to attack other systems; or,

» it is suspected that they are being used for activities contrary to University Information
Security Policy.

Connectivity will only be reinstated once these machines have been secured or misuse
allegations investigated and proved to be unfounded.

Firewall Policy

The University operates a default deny firewall so there is a requirement for computer support
staff to register all of the services that they wish to offer.

Network Control and Registration Requirements

Registration of Switches

Active network equipment - such as routers, firewalls and managed switches — is to be
configured for secure access. Default passwords must be changed and unwanted services
stopped. This equipment is to be registered with ISS like any other equipment with an IP
address.

ISS are able to configure standard equipment for departments that do not have the resources to
do this internally.

Wireless LANs

Prior to installing any wireless access point, system administrators and computer support staff
are required to register them with 1SS through wireless@leeds.ac.uk so that frequency clashes
can be avoided and so that security alerts received by ISS from external sources can be quickly
passed on to those who need to receive them. Registration requirements through
wireless@leeds.ac.uk also apply retrospectively where wireless access points have previously
been installed without registration. When a wireless access points is discovered that has not
been registered in accordance with this requirement it will be removed from the wireless LAN by
ISS staff.

Wireless LANs must be installed with security controls applied to prevent third party access and
to protect against sniffing.

This may be achieved through restricting MAC addresses (which prevents 3™ party access) and
the use of WEP/WPA/WPA2 encryption (which provides protection from sniffing). Further
security may be achieved through the use of VPN encryption, a wireless gateway and 802.1x
technologies.

Mail Server & Other Services Registration

Only machines that have been registered as mail servers in ISS MX records will be allowed to
send and receive mail. SMTP traffic (port 25) will be blocked at the campus firewall to all but
registered mail servers.

Mail server registration requests will only be accepted from system administrators or computer
support staff operating in official departmental capacity.
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3.9.4

3.10.

3.11.

3.11.1

3.11.2

3.11.3

3.11.4

Machine Registration

To enable reverse name translation look-up all network connected machines are to be registered
in the campus host tables. Users in departments that do not maintain their own part of the host
tables must register with macreg@Ieeds.ac.uk.

Mobile and Remote Access

Access to the University’s computer resources by mobile and remote workers is governed by the
Mobile & Remote Working Policy.

Hard Wire Connection of Privately Owned Equipment

The University network is to be protected against the introduction of security risks through the
connection of privately owned computer equipment. Privately owned desk top and server
computers are not to be connected to the University network.

Registration of Laptop & Portable Computers

Privately owned laptop and portable computers that connect to the University network must be
registered with NaSA viahttp://iss.leeds.ac.uk/forms/form/11/laptop registration .

Connection of Under-Graduates’ Laptop Computers

Faculties and departments may only allow the hard-wire connection of under-graduate students’
laptop computers to LANs that are isolated from the remainder of the University network.
However, special provision must be made in accordance with 3.11.3 where under-graduate
students have special needs.

Although the University cannot be responsible for the security of students’ laptop computers, a
condition of connection is that the respective faculty/school/department first checks, updates and
patches them, and ensures that effective virus protection is in place and all spyware removed.

It is recommend that students are asked to sign an authority sheet/disclaimer (which is a
condition of network attachment) prior to checking and updating the laptops, as appropriate.

Faculties/departments allowing the network connection of student owned equipment are required
to maintain a record of the MAC address and if applicable IP address of each machine so that
data is available should it be necessary to block access to any given machine at any time
thereafter.

Connection of Privately Owned Equipment by Under-Graduates with Special Needs

Provision may have to be made for under-graduates who have special needs to hard wire
connect their privately owned laptop computers or other equipment to the University network.
Where such instances arise, the onus is placed upon faculty/school/department system
administrators and computer support staff to ensure that security patching and virus protection of
the equipment is up to date prior to connection and that it remains current. All such machines are
to free of spyware. MAC address and IP address information must also be recorded and NaSA
notified via http://iss.leeds.ac.uk/forms/form/11/laptop registration

Connection of Visitors’ Computers

Visitors’ computing equipment may only be connected to the University network when either ISS
Helpdesk staff or local computer support staff have verified that the machine is fully up to date
with security patches and anti-virus software, and that it is free of spyware. Computer support
staff of the hosting department are responsible for ensuring that the security provision of visitors
equipment remains up to date throughout the period of connection.
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3.12.

3.13.
3.13.1

3.13.2

Faculties, schools or departments sponsoring visitors are to arrange with 1SS for the creation of
user accounts for them in accordance with the Access Control & Account Management Policy.
Under no circumstances are visitors’ computers to be hard-coded with a University IP address.

Use of Wireless LAN by Staff, Students and Visitors

Staff and students may access the wireless LAN using their University log-on details, and
subsequently gain access to other University-only services using the Virtual Private Network
(VPN) facility, providing they have registered to use this service.

Conference delegates and other visitors may use the wireless LAN if they have been issued with
a University of Leeds user account for the duration of their visit, or if they are participating
member of the JANET Location Independent Networking (LIN) facility. However, their access will
be restricted to the Internet and services that are public facing within the University network.

All computing activities performed via the wireless LAN are to be in accordance with the Use of
Computer Systems Policy and other relevant Information Security Policies.

Network Monitoring and Scanning

Network Monitoring & Scanning by ISS

ISS has been authorised to conduct real-time monitoring of backbone network traffic for the
detection of unauthorised activities and intrusion attempts.

Network scans will be performed periodically to look for systems that may be exposed to known
vulnerabilities. All scanning activities are to be co-ordinated by the IT Security Co-ordinator.
System administrators and members of the computer support community will be notified via the
leeds-alert@lists.leeds.ac.uk mailing list before scans are undertaken.

A summary of scan results will be sent to the leeds-alert@lists.leeds.ac.uk mailing list. However,
specific results will only be disclosed to computer contacts within affected faculties/departments.

System administrators and computer support staff are required to fix vulnerabilities once they
have been notified of them and failure to act promptly may result in escalation to the
management contact and/or disconnection from the network where these pose a significant risk.

The scanning script will be maintained in response to changing threats and where software
licensing permits, the software, configuration, and analysis tools used to perform the scanning
will be made available to system & network administrators.

Use of Network Scanning Software on Faculty/School/Department Networks

The onus is on faculty, school and department IT staff to use network scanning software
responsibly.

ISS must be informed prior to faculty/school/department system administrators and computer
support staff using scanning software on their faculty/school/department networks, where this is
not aimed at specific machines, i.e. over their entire sub-net, or where the scanning traffic
traverses the campus network. Notification will ensure that ISS’s resources are not wasted
investigating abnormal activities detected by network management systems.

All reports are to be made to the leeds-alert@lists.ac.uk mailing list where they will be viewed by
the IT Security Co-ordinator and NaSA, and must include the IP address of the machine being
used for the scan. A termination report is also required to be sent to the list address on
completion of such exercises so that unassociated abnormalities can be identified more quickly.
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3.13.3

3.13.4

3.13.5

3.13.6

3.14.

Use of Network Scanning Software on Shared Networks

Scanning software is not to be used on shared networks without the permission of those who
administer all other resources which share the same network.

Possession and Use of Password Cracking Tools

The possession and use of password cracking tools is to be controlled and authorised. Access to
these facilities is restricted to system administrators and computer support staff only and they
may only be held and used on the authority of the respective Faculty IT Manger. If a Faculty IT
Manager has a need to use such tools, they must first obtain the authority of their Dean.

Password cracking tools can only be used in an official University capacity and only when there is
an operationally justified need to use them. Their use is also restricted to computers within the
respective system administrator or computer support staff's area of responsibility.

The possession of password cracking software by anyone who does have the correct authority to
have it could constitute a disciplinary offence. Any misuse of password cracking software could
constitute a criminal offence under the Computer Misuse Act 1990.

Monitoring of Bridgehead & Exchange Servers

ISS will monitor the mail services using Nagios and MOM although some system administrators
in AD may have a MOM console delegated to them so that they too can monitor their facilities.

Any additional monitoring by members of the community will only be allowed where a machine
used has no outside-world connectivity and with ISS having shared administration access. Any
machine used for monitoring will be disconnected from the network if it is considered to be a
threat or if it believed to be causing network problems.

Reducing the Risk of Security Alerts

ISS will attempt to identify machines running vulnerable software and will notify the respective
system administrator where this is found.

Where possible, computer support staff are to disable or remove vulnerable software from their
computers. Where vulnerable software cannot be disabled, access to it is to be limited to known
users through password controls or a firewall.

When an exploit is published and a vulnerable machine can be accessed from outside the
University, restrictions are to be put in place as soon as possible, ideally within a day. Where
practical, ISS will block access to vulnerable services at the campus firewall.

Network Blocking and Disconnection

Action will be taken, as appropriate, so that any system that is compromised cannot be used to
attack other systems or be used for other unauthorised activities. Where such systems are
provided with direct Internet access this will be removed and where necessary compromised
machines will also be disconnected or blocked from local and campus networks. Reconnection
of isolated machines will not be authorised until it is clear that they have been appropriately
secured.

Any systems that are not administered or managed in accordance with the requirements of this
Policy may be disconnected from network services at any time.
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3.15.

3.16.

3.16.1

4.1.

41.1

Firewalls and Routers

Routers and firewalls are to be configured to deny external traffic to all internal services other
than those which are listed in the respective security policies.

Intrusion Detection Systems

Intrusion detection systems (IDS) are not to be used on local networks without their use first
being planned. Only competent staff may operate IDS and they are to be used with a duty of
care to network users. The confidentiality of any traffic seen when using IDS must be
maintained.

Directory Services Systems

System administrators and computer support staff who are responsible for managing systems
that provide directory services of staff e-mails and telephone numbers intended for campus use
only, are to ensure that such detail is not available from outside the campus network.

General Policy

Monitoring Users’ Activities

A legal framework governs the monitoring of users’ computer activities. Restrictions on
monitoring users’ activities are imposed by The Regulation of Investigatory Powers Act 2000, and
The Human Rights Act 1998 provides users with certain rights to privacy.

However, provision for monitoring certain users’ activities is made by The Telecommunications
(Lawful Business Practice [LBP]) (Interception of Communications) Regulations 2000 (Statutory
Instrument 2000 No0.2699). This instrument makes it lawful for businesses, in certain
circumstances, to intercept employees’ telephone calls and emails for a variety of purposes,
including ensuring that employees’ use of the company’s computer networks is only for business-
related activities. This kind of interception would otherwise have been illegal under The
Regulation of Investigatory Powers Act 2000.

Details of the restrictions imposed by The Regulation of Investigatory Powers Act 2000 and The
Human Rights Act 1998 can be found at Annex E.

Provisions of The Telecommunications Regulations 2000

These Regulations provide that employers retain the right to carry out monitoring despite the fact
that the employee has not given their express consent, if such monitoring is required to carry out
the following:

> Recording evidence of business transactions;
> ensuring compliance with regulatory or self-regulatory guidelines;

> maintaining the effective operation of the employer’s systems (e.g. preventing viruses);

> preventing or detecting criminal activity;

> preventing the unauthorised use of the computer/telephone system — i.e. ensuring that the
employee does not breach the company’s policies.

Section 3(2)(c) states that the system controller should have made all reasonable efforts to
inform every person (including employees) who may use the systems in question that
communications transmitted by means thereof may be intercepted. This requirement is met
through the incorporation of detail in the Use of Computer Systems Policy, Information Security
Awareness and Training Policy and various publications aimed at raising user awareness.
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4.2.

4.3.

5.1.

Operational and Policy Monitoring or Enforcement Activities

In order to maintain the operation of networks or computer systems, or monitor or enforce Policy,
authorised system administrators may:

»  Monitor and record traffic on their networks or display it in an appropriate form;
»  examine any relevant files on their faculty’s/school’s/department’s computers;

» rename any relevant files on their faculty’s/school’s/department’s computers or change
their access permissions (see 2.9);

»  create relevant new files on their faculty’s/school’'s/department’s computers.

Where the content of a file or communication appears to have been deliberately protected by the
owner, for example by encrypting it, the system administrator must not attempt to make the
content readable without specific authorisation from University management or the owner of the
file.

The system administrator must ensure that these activities do not result in the loss or destruction
of information. If a change is made to user file-store then the affected users must be informed of
the change and the reason for it as soon as possible after the event.

During the course of their activities, system administrators are likely to become aware of
information which is held by, or concerns, other users. Any information obtained must be treated
as confidential - it must neither be acted upon, nor disclosed to any other person unless this is
required as part of a specific investigation in accordance with 4.3.

JANET-CERT has produced a document of examples of a system administrator’s activities in
practical situations. This can be found at Annex F.

Requests for Assistance by Police and other Investigative Bodies

Processes have been developed to ensure that requests by the police or other law enforcement
agencies for information or assistance are handled in compliance with legislative requirements so
as to protect both staff and reputation of the University. In the unlikely event of system
administrators or computer support staff being directly approached by the police or other law
enforcement agencies for information or assistance concerning users’ activities or computer logs
etc. they are to immediately contact the University Secretary, Legal Advisor or if neither are
available, the IT Security Co-ordinator, in accordance with the Security Incident & Computer
Misuse Policy.

Annexes

Annex A — Hints and Tips for System Administrators

Subscribe to a security mailing list relevant to your operating system and regularly review the
security alerts and advisories that are published on associated web sites.

Concentrate only on the application of critical patches during term time periods, but implement
less critical patches through a regular programme during periods when students are not attending
the University.

Take advantage of downtime for application updates to apply patch sets where possible.

Implement a back-out plan (e.g. clone or mirror system disks) so that you can revert to a previous
configuration should the installation of a patch cause a problem.

Bring any machine that has been compromised fully up to date and will alert members of the
community so that they can avoid similar compromises.
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If time permits and resources are available investigate any compromise to establish the modus
operandi before cleaning and patching/rebuilding the system (contact the IT Security Co-
ordinator for assistance).
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5.2. Annex B — Procedures for Dealing with Extensive Scanning or Probing
and Security Threats
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Security
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521

5.3.

IP Blocking Request

The following detail is to be recorded in an e-mail and sent to the IT Security Co-ordinator (copied
to NaSA) when members of the technical community consider that University systems are being
excessively scanned or probed from a known IP address, or that attempted abuse constitutes a
significant security threat.

> Brief description of events;

confirmation that other members of the community experienced similar abuse;
whether the abuse is considered to represent a serious security risk, and if so why;
the IP address of the offending machine;

the name of the company / ISP who hosts the offending machine;

YV V. V V V

a sample of the logs should be included & the remainder retained.

Annex C — Third Party Equipment Status Questionnaire and Agreement

University of Leeds Information Security Policy requires that any third party computer equipment
is verified as being secure prior to being connected to its network so that the network and other
equipment connected to it is not put at risk.

To assist us in complying with our policy we need to establish what services are running or
installed on the equipment that you have supplied. Your co-operation is therefore sought to
supply the following information, and to agree to the conditions set out below.

What operating system(s) is/are installed on the equipment?

Is this/are these operating system(s) fully patched, with all current service packs and hot fixes?
Please answer yesorno: ... If no, please provide details of current status:

If the security status of the machine(s) is not current, would you allow the University to bring
it/them up to date in order to protect its network? Please answer yes or no: ...

Give the date(s) when the machine(s) was /were last verified as being up to date by your staff or
appointed computer support contractors?

What is/are the specific program(s) running on this machine?

Do/does the program(s) require access to the Internet? Please answer yes or no:
If so, can this be through a proxy server? Please answeryesorno: ...

Do/does the machine(s) supplied come with any remote-control software such as Dameware,
Remote Admin or Microsoft Remote Desktop? Please answer yesor no: If yes, can it
be disabled whilst on the University network? Please answeryesorno: ...

Does any software depend upon other installed programs such as Internet Information Server or
Microsoft SQL Server? Please answeryesorno: ...
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What services MUST be running for the software to work?

What processes and ports are associated with these services?

If we placed a small hardware firewall between your equipment and the network would this have
any adverse affect on the operation of the equipment? Please answer yes or no: ...

Is/are the machine(s) supplied protected by anti-virus software? Please answer yes or no: ...
.. If yes, what software is used and what version is installed?

Are the anti — virus signature files up to date? Please answer yes orno...._.._.__.__.

Please advise where the latest anti — virus signature files can be uploaded from:

Prior to connecting your machine(s) to our network technicians will check to ensure that it is
working as specified. This may involve temporarily installing port scanning software, to ensure
that the machine has not been compromised. Should it prove to be running any undisclosed
processes or programs then we reserve the right to stop these services to protect the network.
Any damage arising as a result of a machine being supplied to us in a compromised state and
any ensuing costs to repair the network and other damaged components will fall to the supplier.

I certify that information that | have provided is accurate and | agree to the above conditions on
behalf of our organisation.

Signed:
Name:

Company:
Position:
Date:
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5.4.
5.4.1

54.2

5.4.3

Annex D — Procedures and Information

Outgoing internet access — How to add / remove a device from the Outgoing Internet IP
Blacklist

Prior to introducing a logging service and allowing permissive outgoing internet access the
network community have requested a blacklist for devices that should never be allowed direct
internet access. The blacklist would effectively be the opposite of the current internet access /
JIPS list.

It is recommended that the outgoing internet access blacklist:

» Is only used when an administrator does not want a specific device to have direct
outgoing internet access. It is anticipated that this will be a minority of devices.
» Must not be used to block internet access for an individual / staff desktop PCs.

Add a device to the Outgoing Internet Access IP Blacklist

If a device should be included in the Outgoing Internet Access IP Blacklist, applications are to be
submitted to NaSA by the respective faculty/school/department firewall administrator, User-Rep
or head of department. NaSA will accept e-mail requests that are sent to ipblacklist-
request@Ileeds.ac.uk with the subject header “IP Blacklist addition” but will only action these
when they are followed up by a letter on headed paper which is signed by the respective head of
the department, User-Rep or other person who has been given this authority.

The only exceptions to this rule are that:

» NaSA will process e-mail applications ipblacklist-request@leeds.ac.uk from the firewall
administrator, head of department or User-Rep when a letter has been received
previously from that person which covers all future requests for that
faculty/school/department; or,

» NaSA will process urgent requests received by e-mail to ipblacklist-request@Ieeds.ac.uk
on the understanding that a confirmation letter signed by the respective firewall
administrator, head of department or User-Rep is received within an agreed time. If the
confirmation letter is not received by the time it is due the devices will be removed fro the
blacklist.

Remove a device to the Outgoing Internet Access IP Blacklist

If a device should be removed from the Outgoing Internet Access IP Blacklist, requests for
removal should be e-mailed to ipblacklist-request@Ileeds.ac.uk with the subject header of 'IP
Blacklist removal'.

Note:

» All requests to add / remove a device to the Outgoing Internet Access IP Blacklist need to
be approved by a member of staff with higher authority than the user requesting the
access.

» All authorities approved for submitting direct internet access (previously JIPS) requests
are automatically approved for submitting Outgoing Internet Access IP Blacklist requests.
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544

54.5

5.4.6

Add a device to the Peer-to-Peer Software Register

Staff who have a need to use peer-to-peer file sharing software® on the campus network must
first register it with ISS’. All applications to add a device to the Peer-to-Peer Software Register
must be submitted through the respective User-Representative. The ISS Network Group will only
accept e-mail peer-to-peer file sharing software registration requests from User-Reps that are
sent to p2p-reqgister@leeds.ac.uk, with the subject header “Peer-to-Peer Software Register
Request”. The email is to contain the following information:

1. Name of user

2. Department of user

3. Purpose of peer-to-peer software
4. |P address of device.

An up to date list of peer-to-peer file sharing applications which require to be registered, along
with a list of peer-to-peer type applications that do not, can be found at
http://www.leeds.ac.uk/informationsecurity.

Remove a device from the Peer-to-Peer Software Register

When peer-to peer software is no longer required the Peer-to-Peer Software Register must be
updated accordingly. The ISS Network Group will accept e-mail requests from the member of
staff who the software is registered to, that are sent to p2p-register@leeds.ac.uk with the subject
header “P2P Software Register Remove”. The email should contain the following information:

1. Name of user
2. Department
3. |IP address of device.

Scanning Shared Networks

System administrators and computer support staff wishing to use scanning software on their
network, where network resources are shared with other faculties/departments, are to:

» inform all faculty/school/department administrators with whom they share network
resources of their intentions and the reason for wanting to carry out the scan; and,

»  obtain the consent of all administrators with whom they share network resources for the
scan to go ahead.

Scanning may only be undertaken where the consent of all faculty/school/department
administrators sharing the network resources have agreed to it.

Prior to carrying out a scan faculty/school/department administrators sharing network resources
should be reminded that it is about to occur and they should be provide with the IP address of the
machine that will perform the scanning. In addition, they should be notified when the scanning
has been completed.

Scan results in respect of other network resources may not be divulged to anyone other than the
administrator of those respective faculty/school/department resources.

6 Peer-to-peer software may only be used for official University purposes on devices that are attached to the University
network.

! Registration is not required for devices that connect to the residential network and/or the wireless network only as
measures are in place to prevent the use of file sharing peer-to-peer software on those networks.
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It is advisable for those carrying out scanning activities where network resources are shared, to
retain records of consent and other correspondence for a reasonable period.

Annex E — Monitoring Restrictions Imposed by The Regulation of
Investigatory Powers Act 2000 and The Human Rights Act 1998

Restrictions Imposed by the Regulation of Investigatory Powers Act 2000

The Regulation of Investigatory Powers Act (RIPA) 2000 defines how and when private electronic
communications can be intercepted.

It is unlawful to intentionally intercept communications on a public or private telecommunications
system unless it is reasonably believed that both parties to the communication consented to the
interception, or under:

»  Warrant (occasionally without warrant);
»  regulations issued by the Secretary of State.

If you monitor or record any business communications (including phone calls, e-mails and
Internet usage) you must ensure:

»  Employees ‘privacy and autonomy’ is respected;

»  ‘proportionality’ of the monitoring/recording relative to the needs of the University’s
purpose to be achieved;

»  all monitoring/recording is for legitimate business purposes only.

If there is no element of consent, communications can be intercepted where a warrant has been
served on the following grounds:

»  The conduct authorised by the warrant is proportional to what is sought to be achieved
(the ends justify the means);

» ltisin the interests of national security;

»  for safeguarding the economic well being of the UK;
»  for the purpose of detecting or preventing a crime;
»  pursuant to an International Mutual Agreement.

A warrant can only be issued by an authorised person — The Secretary of State, the Director
General of the Security Services, the Chief of the Secret Intelligence Service, the Commissioner
of Police and the Commissioner of Customs and Excise. All requests for assistance by law
enforcement agencies or Investigatory bodies, including served warrants are to be dealt with in
accordance with 4.3.

The requirements of RIPA concerning encrypted data traffic can be found in the Cryptographic
Control Policy.

Restrictions Imposed by the Human Rights Act 1998

The Human Rights Act Article 8 (‘Right to respect for private and family life’) states that everyone
has the right to respect for his private and family life, his home and his correspondence.

There shall be no interference by a public authority with the exercise of the right except such as
in accordance with the law and is necessary in a democratic society in the interests of national
security, public safety or the economic well-being of the country, for the prevention of disorder or
crime, for the protection of health or morals, or for the protection of the rights and freedoms of
others.
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5.6.5

In other words, secret interception is an unjustifiable interference of privacy and correspondence.
The term ‘correspondence’ could refer to personal telephone calls and e-mail at work. This
article could legally be interpreted in respect to the Human Rights Act to include the interception
of an employee’s personal e-mail at work.

Annex F — Examples of an Administrator’s Activities in Practical
Situations

MODIFYING OR DELETING INFORMATION
Mail Loops/Quota Problems

Two common situations cause problems for electronic mail systems: users who forward mail to
themselves (thus creating a loop) and users who run out of quota on their inbox. In both cases
the mailhub responsible is likely to be affected, potentially degrading the service to other users.
This is therefore an operational problem. An authorised administrator is entitled to remove the
offending configuration, or move mail out of the full mailbox. A copy of the moved information
should be left available to the user, and the user informed as soon as possible.

Deleting Messages from Mailboxes

Administrators are sometimes asked to delete messages from mailboxes belonging to other
users. This is almost invariably for policy reasons, and involves the destruction of information
held by a third party. Such actions must be authorised individually by the appropriate authority,
usually the Head of Information Services or equivalent.

Removing Published Information from a Web Server

Although this is a similar situation to the previous example, there is an additional legal
complication. If material that is defamatory, breaches copyright, etc. is published on a web or
other server, then the owner of the server may be held liable for the publication. For this reason
any organisation with public servers is strongly recommended to have a formal procedure for
preventing further distribution of such material if a complaint is received. This is commonly known
as a 'take-down procedure'. As there are likely to be legal implications for the organisation,
takedown procedures should not be left to system administrators to write. Administrators
receiving complaints about defamatory or copyright material on servers should always bring
these to the attention of the appropriate authorities. File permissions can usually be changed to
prevent further publication without destroying the information.

USING LOGFILES
Investigating Service Failures

The job of a system administrator is to ensure that the system is available for authorised users.
Where faults or misuse threaten the availability of the service, for example if there is an unusual
load or unexpected failures, then they are expected to investigate this. This is likely to involve
examining relevant logfiles or network traffic. As the problems are concerned with the operation
of the system, an authorised administrator may investigate without seeking specific permission,
however any information discovered that is not relevant to the investigation must be treated as
confidential.

Investigating Receipt of Inappropriate E-Mail
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If a local user complains about a particular e-mail they have received then there should be no
problem in requesting their explicit permission for any inspection of their mailbox or files that may
be necessary. Checks may also be needed on the logs of mail and other servers through which
the message may have passed. If the mail has caused an operational problem then it should be
dealt with as described above; if not then it will normally need to be dealt with as a policy matter.
Before checking the logs of systems with multiple users, a warning should have been published
that the logs may be examined for such purposes. Some e-mails may involve illegal content -
these should be reported to the appropriate authorities as soon as possible.

Using Cache Logs to Trace Fraud

A rather common request to operators of web caches and other proxies is to use their logs to
trace illegal activity, for example the use of stolen credit card numbers to buy goods. Since such
activities are criminal, there should be no difficulty about helping law enforcement officers in their
investigations. Note however that data from cache and other logs should only be released
through the proper procedure as laid out in section 22 of the Regulation of Investigatory Powers
Act 2000. The police should provide a section 22 form as part of their request for information to
satisfy the requirements of that section of the Act.

Using Cache Logs to Monitor User Activity

Cache logs can also be a fruitful source of information about user activity but, unless the activity
is criminal or has caused an operational problem, such investigations must be treated as a policy
matter. Users must therefore be informed in advance that such monitoring may take place. [Note
that telling users that cache logs may be monitored may well act as a deterrent to inappropriate
activity]. If the administrator is not confident that this has been done they must not obtain or
provide access to the information. Logs must only be used as part of specific investigations and
not for general "fishing trips".

MONITORING USE
E-mail Monitoring

Some organisations wish to monitor the content of e-mail or other traffic in or out of their
networks to check compliance with policies. Users should always be informed of the likelihood of
such monitoring as a condition of use of the network. Policy monitoring that results in messages
being seen by people other than the sender and recipient is illegal if users have not been
informed, and system administrators should not be expected to participate in such monitoring
unless they are sure that this has been done.
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Screen/keyboard Monitoring

Systems exist that can remotely monitor the screens and keystrokes of individual workstations.
Such systems have the potential to be extremely intrusive and should be implemented, if at all,
with extreme caution. One useful application is to allow the user to demonstrate a problem to a
remote helpdesk; any such systems should always be under the user's control and it must be
made clear before using them how to start and turn off the remote monitoring. General monitoring
of screens and keyboards is currently a legally questionable area: sites wishing to implement it
should study the Office of the Information Commissioner's Code of Practice on Monitoring at
Work. Users must be informed of the possibility of such monitoring, and any information obtained
must be treated as confidential.

Virus Checking

Many organisations automatically scan e-mail messages for viruses. If this scanning is done by
computers, and provided the process does not reveal the content of messages to administrators
or others, then there is no invasion of privacy and no obligation to notify users. However it is good
practice to inform users of such systems, if only to forestall complaints when an infected
message is detected.

GENERAL
Discovering Evidence of other Breaches

It is quite common for authorised administrators to find evidence of problems during normal
operations or in the course of other investigations. Where this indicates an operational problem,
the administrator may choose to investigate or pass the information to others for investigation.
However evidence of policy breaches that do not relate to a current investigation must only be
passed to management for them to decide whether an investigation is appropriate. Administrators
must not abuse the power and trust given to them by users and management.
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